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SECTION 1
Supervisory Guidance on Model Risk Management

Board of Governors of the Federal Reserve System
Federal Deposit Insurance Corp.

Office of the Comptroller of the Currency

April 17, 2026
l. INTRODUCTION

Use of models within the banking and financial services industries continues to grow in complexity
and scope. Advances in technology along with increased competition have driven banking
organizations to leverage innovative approaches to improve efficiencies, better mitigate risks, and
help maximize profits. Continued use of models is essential to maintaining the competitiveness of
banking organizations in the financial system.

Use of models also can present substantial risk. Such risk, generally referred to as “model risk” for
purposes of this guidance, can lead to financial loss, errors in financial statements and reporting, and
flawed financial and risk management decisions, among other types of risk events. Model risk can be
mitigated through active and appropriate risk management, recognizing that the relevance of model
risk depends on the nature, scale, and use of the models in relation to the associated business risks.

This guidance highlights sound principles for effective model risk management. As reflected in this
guidance, model risk management practices vary from banking organization to banking organization.
Each banking organization ultimately is responsible for adopting model risk management practices
that are appropriate and effective for managing the specific risks the banking organization faces or is

likely to face.

There are a variety of ways for a banking organization to structure model risk management practices.
Not all models present the same level of risk, and a similar model at two different banking
organizations may present different risks. As such, practices that are appropriate and effective for one
banking organization may be inappropriate and ineffective for a banking organization with a different

risk profile or that uses a model for a different purpose.
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Although this guidance may be useful for any type of model, the general expectation is that it will be
most useful for models supporting a banking organization’s significant business lines, operations,
services, and functions. This guidance does not set forth enforceable standards or prescriptive
requirements; accordingly, non-compliance with this guidance will not result in supervisory criticism
against a banking organization. (See 12 CFR Part 4, Subpart F, Appendix A (OCC); 12 CFR Part 262,
Appendix A (Board); 12 CFR Part 302, Appendix A (FDIC). However, supervisory action may result for
any violations of law or unsafe or unsound practices stemming from insufficient management of model

risk.)

Il. PURPOSE AND SCOPE

Based on supervisory experience and industry feedback, as well as technological advancements in
modeling over the past several years, the Office of the Comptroller of the Currency, Board of
Governors of the Federal Reserve System, and Federal Deposit Insurance Corporation (the
"agencies”) are issuing this revised model risk management guidance to clarify model risk
management principles, and to set forth a risk-based approach to model risk management, tailored
to a banking organization’s model risk profile and the size and complexity of its operations.

This guidance is expected to be most relevant to banking organizations with over $30 billion in total
assets. (For a description of the banking organizations supervised by each agency, refer to the
definition of “appropriate Federal banking agency” in section 3(q) of the Federal Deposit Insurance
Act (12 U.S.C. 1813(q)).

Models used by banking organizations with total assets of $30 billion or less typically are subject to
internal risk management and governance practices appropriate for the size and risk profile of these
banking organizations and generally excluding them from this guidance is consistent with a tailored
supervisory approach. However, in some situations, this guidance also may be relevant to banking
organizations with total assets of $30 billion or less that have significant exposure to model risk
because of the prevalence and complexity of their models or because of activities outside the scope
of traditional community banking.

|II

For the purposes of this guidance, the term “model” refers to a complex quantitative method, system,
or approach that applies statistical, economic, or financial theories to process input data into
quantitative estimates. The term “model” in this guidance excludes simple arithmetic calculations,
such as those found within spreadsheets, as well as deterministic rule-based processes and software

where there are no statistical, economic, or financial theories underpinning their design or use.
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SECTION 2

Federal Housing Finance Agency

Advisory Bulletin AB 2022-02, Revised May 2025
Artificial Intelligence / Machine Learning Risk Management
Purpose

This advisory bulletin (AB) provides Federal Housing Finance Agency (FHFA) guidance to Fannie Mae
and Freddie Mac (collectively, the Enterprises)' on managing risks associated with the use of artificial
intelligence and machine learning (Al/ML). This AB is intended to highlight key risks inherent in the
use of AI/ML that are applied across a variety of business and operational functions, and
considerations for effectively managing these risks. FHFA recognizes that AI/ML is an evolving field
and encourages the responsible innovation and use of Al/ML that is consistent with the safe and sound
operations of the Enterprises.

Background

For purposes of this AB, artificial intelligence broadly refers to the development and application of
computational tools and computer systems able to perform tasks normally requiring human
intelligence, and machine learning is a sub-category of Al described as algorithms that optimize
automatically through experience and with limited or no human intervention.? The combined term,
Al/ML, encompasses the sub-categories of Al, such as computer vision and natural language
processing, as well as the various methods used in ML, such as supervised learing, unsupervised
learning, reinforcement learning, deep learning, and neural networks. Al/ML can be leveraged in
models, applications, tools, and systems throughout its lifecycle. Generally, the AI/ML lifecycle
includes stages addressing proof-of-concept, development, implementation and deployment,

production use, and retirement.

T Common Securitization Solutions, LLC (CSS) is an “affiliate” of both Fannie Mae and Freddie Mac, as defined in

the Federal Housing Enterprises Financial Safety and Soundness Act of 1992, as amended. 12 USC 4502(1).

2 There are no industry-wide definitions for Al/ML, but for purposes of this AB, definitions from the Financial
Stability Board are used. See Financial Stability Board, Artificial Intelligence and Machine Learning in Financial
Services (November 2017).
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The use of Al/ML presents benefits and risks as it increases the opportunity for decisions to be made
and relied upon with significantly less human involvement. With increases in computing power, Al/ML
can be used by the Enterprises to process vast datasets, identify complex relationships, and improve
efficiencies and operations with reduced error and cost. However, Al/ML applications can also expose
the Enterprises to financial, compliance, reputational, model, and other risks. For example, Al/ML
algorithms developed using incomplete or unrepresentative data with unclear relationships between
model inputs and outputs could exacerbate existing risks and result in poor or costly business
decisions.

As Al/ML continues to advance, the associated risks will also evolve—posing challenges to existing
risk management practices. For instance, as Al/ML becomes more automated and integrated into
business processes within and across business lines, the interconnected nature of the risks can
introduce more complexity in risk management. Reliance on Al/ML without sufficient risk oversight

and transparency can create heightened risks for the Enterprises.

FHFA’s Prudential Management and Operations Standards (PMOS), Appendix to 12 CFR Part 1236,
sets forth general responsibilities of the board and senior management, as well as specific
responsibilities for management and operations relating to ten enumerated standards, adopted as
guidelines. Standard 1 (Internal Controls and Information Systems) and Standard 8 (Overall Risk
Management Processes) highlight the need for the Enterprises to establish risk management practices
that identify, assess, control, monitor, and report risk exposures, and the need to have appropriate
risk management policies, standards, procedures, controls, and reporting systems in place. These

guidelines are especially relevant to the Enterprises’ use and risk management of Al/ML.

Guidance

The Enterprise should incorporate the following guidance to manage the risks posed by the use of
Al/ML, taking into consideration existing laws, regulations, and other FHFA supervision guidance.
The sophistication of the AI/ML risk management activity should be proportionate to each
Enterprise’s size, complexity, and risk profile. The Enterprise should leverage enterprise-wide risk
management and control frameworks, including those used for model, data, technology, information
security, third-party, and compliance risk management, to the extent practicable. These frameworks,
however, may need to be enhanced and adapted with the considerations highlighted in this guidance
to address the heightened risks that Al/ML can pose to business operations. Given the evolving nature
of AI/ML, risk management should be flexible to accommodate changes in the adoption,
development, implementation, and use of Al/ML at the Enterprise. The degree and scope of risk
management and controls addressing Al/ML should be risk-based and commensurate with the extent
and complexity of Al/ML development and use at the Enterprise, as well as the level of risk exposure.
For example, high-risk AlI/ML use cases—such as those that affect the Enterprise’s critical business
functions, invoke compliance with laws and regulations, or involve highly complex and opaque
methods—warrant more robust risk management considerations than Al/ML uses that are low risk or

transparent.
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l. Governance

Al/ML tools and systems can support a range of functions across the Enterprise, such as customer
engagement, risk analysis, credit decision-making, fraud detection, and information security. The use
of AI/ML can also expose the Enterprise to heightened risks, including compliance, financial,
operational, and model risks. Effective governance of AlI/ML should address these varied, cross-
sectional risks in the context of the complexity and sophistication of the Al/ML methods used and the

extent and materiality of each Al/ML use case.

The Enterprise should develop an enterprise-wide strategy for responsible Al/ML adoption that
identifies the goals, benefits, and risks of AI/ML and clearly documents the corresponding risk
management approach and framework for ensuring the application of appropriate risk governance.
This strategy should be consistent with a risk culture and applicable risk appetite that integrates Al/ML
core ethical principles into business processes and operations.? The existing enterprise-wide risk
management framework and governance processes should be leveraged to the extent practicable

and updated to incorporate Al/ML concepts and risk management considerations.

The Enterprise should consider the following as foundational components when establishing a safe
and sound Al/ML governance structure:

Al/ML Core Ethical Principles — A set of core ethical principles should guide the Enterprise’s use
of AI/ML and facilitate consistent governance across various business activities and functions,
taking into consideration legal and compliance risks as well as how humans should interact with
Al/ML systems. Personnel should be trained and aware of when and how these principles apply.
These principles can include, but are not limited to, the following:

o Transparency - Provide adequate clarity regarding how and why Al/ML is used, in addition to
sufficient understanding, interpretability,* and explainability,® allowing for objective
assessment and conceptual soundness validation.

O Accountability — Assign appropriate human responsibility for Al/ML outcomes with adequate
explanation and justification throughout each lifecycle stage in order to avoid and mitigate

adverse outcomes.

3 See FHFA Advisory Bulletin 2020-06, Enterprise Risk Management Program (Dec. 11, 2020).

* Interpretability refers to the extent to which a human can understand the choices taken by a model

in the algorithmic decision-making process.

> Explainability refers to how an Al/ML approach uses inputs to produce outputs (i.e., can the outcome
be explained).
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SECTION 3

Consumer Financial Protection Bureau
CIRCULARS AND ADVISORY BULLETINS

CFPB Acts to Protect the Public from Black-Box Credit Models Using Complex
Algorithms

Companies relying on complex algorithms must provide specific and accurate explanations for

denying applications

May 26, 2022, the Consumer Financial Protection Bureau (CFPB) confirmed that federal anti-
discrimination law requires companies to explain to applicants the specific reasons for denying an
application for credit or taking other adverse actions, even if the creditor is relying on credit models
using complex algorithms. The CFPB published a Consumer Financial Protection Circular to remind
the public, including those responsible for enforcing federal consumer financial protection law, of

creditors’ adverse action notice requirements under the Equal Credit Opportunity Act (ECOA).

“Companies are not absolved of their legal responsibilities when they let a black-box model make
lending decisions,” said CFPB Director Rohit Chopra. “The law gives every applicant the right to a
specific explanation if their application for credit was denied, and that right is not diminished simply

because a company uses a complex algorithm that it doesn’t understand.”

Data harvesting on Americans has become voluminous and ubiquitous, giving firms the ability to
know highly detailed information about their customers before they ever interact with them. Many
firms across the economy rely on these detailed datasets to power their algorithmic decision-making,
which is sometimes marketed as “artificial intelligence.” The information gleaned from data analytics
has a broad range of commercial uses by financial firms, including for targeted advertising and in

credit decision-making.

Law-abiding financial companies have long used advanced computational methods as part of their
credit decision-making processes, and they have been able to provide the rationales for their credit
decisions. However, some creditors may make credit decisions based on the outputs from complex
algorithms, sometimes called “black-box” models. The reasoning behind some of these models’
outputs may be unknown to the model’s users, including the model’s developers. With such models,
adverse action notices that meet ECOA’s requirements may not be possible.
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Joint Statement on Enforcement Efforts Against Discrimination And Bias In

Automated Systems

Consumer Financial Protection Bureau,
Justice Department’s Civil Rights Division
Equal Employment Opportunity Commission

Federal Trade Commission

April 25, 2023

America’s commitment to the core principles of fairness, equality, and justice is deeply embedded in
the federal laws that our agencies enforce to protect civil rights, fair competition, consumer
protection, and equal opportunity. These established laws have long served to protect individuals
even as our society has navigated emerging technologies. Responsible innovation is not incompatible
with these laws. Indeed, innovation and adherence to the law can complement each other and bring
tangible benefits to people in a fair and competitive manner, such as increased access to
opportunities as well as better products and services at lower costs.

Today, the use of automated systems, including those sometimes marketed as “artificial intelligence”
or "Al," is becoming increasingly common in our daily lives. We use the term “automated systems”
broadly to mean software and algorithmic processes, including Al, that are used to automate
workflows and help people complete tasks or make decisions. Private and public entities use these
systems to make critical decisions that impact individuals’ rights and opportunities, including fair and
equal access to a job, housing, credit opportunities, and other goods and services. These automated
systems are often advertised as providing insights and breakthroughs, increasing efficiencies and
cost-savings, and modernizing existing practices. Although many of these tools offer the promise of
advancement, their use also has the potential to perpetuate unlawful bias, automate unlawful
discrimination, and produce other harmful outcomes.

Our Agencies’ Enforcement Authorities Apply to Automated Systems

Existing legal authorities apply to the use of automated systems and innovative new technologies
just as they apply to other practices. The Consumer Financial Protection Bureau, the Department
of Justice’s Civil Rights Division, the Equal Employment Opportunity Commission, and the Federal
Trade Commission are among the federal agencies responsible for enforcing civil rights, non-
discrimination, fair competition, consumer protection, and other vitally important legal
protections. We take seriously our responsibility to ensure that these rapidly evolving automated
systems are developed and used in a manner consistent with federal laws, and each of our

agencies has previously expressed concern about potentially harmful uses of automated systems.
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CFPB Issues Guidance on Credit Denials by Lenders Using Artificial Intelligence

September 19, 2023

The Consumer Financial Protection Bureau (CFPB) issued guidance about certain legal requirements
that lenders must adhere to when using artificial intelligence and other complex models. The
guidance describes how lenders must use specific and accurate reasons when taking adverse actions
against consumers. This means that creditors cannot simply use CFPB sample adverse action forms
and checklists if they do not reflect the actual reason for the denial of credit or a change of credit
conditions. This requirement is especially important with the growth of advanced algorithms and
personal consumer data in credit underwriting. Explaining the reasons for adverse actions help

improve consumers’ chances for future credit, and protect consumers from illegal discrimination.

“Technology marketed as artificial intelligence is expanding the data used for lending decisions, and
also growing the list of potential reasons for why credit is denied,” said CFPB Director Rohit Chopra.
“Creditors must be able to specifically explain their reasons for denial. There is no special exemption

for artificial intelligence.”

In today’s marketplace, creditors are increasingly using complex algorithms, marketed as artificial
intelligence, and other predictive decision-making technologies in their underwriting models.
Creditors often feed these complex algorithms with large datasets, sometimes including data that
may be harvested from consumer surveillance. As a result, a consumer may be denied credit for
reasons they may not consider particularly relevant to their finances. Despite the potentially expansive
list of reasons for adverse credit actions, some creditors may inappropriately rely on a checklist of
reasons provided in CFPB sample forms. However, the Equal Credit Opportunity Act does not allow
creditors to simply conduct check-the-box exercises when delivering notices of adverse action if

doing so fails to accurately inform consumers why adverse actions were taken.

In fact, the CFPB confirmed in a circular from last year that the Equal Credit Opportunity Act requires
creditors to explain the specific reasons for taking adverse actions. This requirement remains even if
those companies use complex algorithms and black-box credit models that make it difficult to identify
those reasons. Today’s guidance expands on last year's circular by explaining that sample adverse
action checklists should not be considered exhaustive, nor do they automatically cover a creditor’s

legal requirements.

Specifically, today’s guidance explains that even for adverse decisions made by complex algorithms,
creditors must provide accurate and specific reasons. Generally, creditors cannot state the reasons
for adverse actions by pointing to a broad bucket. For instance, if a creditor decides to lower the limit
on a consumer’s credit line based on behavioral spending data, the explanation would likely need to
provide more details about the specific negative behaviors that led to the reduction beyond a general

reason like “purchasing history.”
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Adverse Action Notification Requirements in Connection with Credit Decisions

based on Complex Algorithms

Consumer Financial Protection Circular 2022-03

May 22, 2022; Modified August 28, 2024

Question presented

When creditors make credit decisions based on complex algorithms that prevent creditors from
accurately identifying the specific reasons for denying credit or taking other adverse actions, do these
creditors need to comply with the Equal Credit Opportunity Act’s requirement to provide a statement

of specific reasons to applicants against whom adverse action is taken?

Response

Yes. ECOA and Regulation B require creditors to provide statements of specific reasons to applicants
against whom adverse action is taken. Some creditors may make credit decisions based on certain
complex algorithms, sometimes referred to as uninterpretable or “black-box” models, that make it
difficult—if not impossible—to accurately identify the specific reasons for denying credit or taking
other adverse actions.” The adverse action notice requirements of ECOA and Regulation B, however,
apply equally to all credit decisions, regardless of the technology used to make them. Thus, ECOA
and Regulation B do not permit creditors to use complex algorithms when doing so means they

cannot provide the specific and accurate reasons for adverse actions.

Analysis

ECOA makes it unlawful for any creditor to discriminate against any applicant, with respect to any
aspect of a credit transaction, on the basis of race, color, religion, national origin, sex or marital status,
age (provided the applicant has the capacity to contract), because all or part of the applicant’s income
derives from any public assistance program, or because the applicant has in good faith exercised any

right under the Consumer Credit Protection Act.2

In addition, ECOA provides that a creditor must provide a statement of specific reasons in writing to
applicants against whom adverse action is taken.? “Adverse action[s]” include denying an application
for credit, terminating an existing credit account, making unfavorable changes to the terms of an
existing account, and refusing to increase a credit limit.2
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Creditors that simply select the closest, but nevertheless inaccurate, identifiable factors from the
checklist of sample reasons are not in compliance with the law. Creditors may not evade this
requirement, even if the factors actually considered or scored by the creditor may be surprising to
consumers, as may be the case when a creditor relies on complex algorithms that, for instance,

consider data that are not typically found in a consumer’s credit file or credit application.

Because it is unlawful for a creditor to fail to provide a statement of specific reasons for the action
taken,’ a creditor will not be in compliance with the law by disclosing reasons that are overly broad,
vague, or otherwise fail to inform the applicant of the specific and principal reason(s) for an adverse
action. Just as an accurate description of the factors actually considered or scored by a creditor is

critical to ensuring compliant adverse action notifications, sufficient specificity is also required.

Such specificity is necessary to ensure consumer understanding is not hindered by explanations that
obfuscate the principal reason(s) for the adverse action taken. For instance, Regulation B provides the
example that a creditor should disclose “insufficient bank references” and not “insufficient credit
references,” which is listed on the CFPB’s sample form, if the creditor considers only references from

banks and other depository institutions and not from other institutions."®

Specificity is particularly important when creditors utilize complex algorithms. Consumers may not
anticipate that certain data gathered outside of their application or credit file and fed into an
algorithmic decision-making model may be a principal reason in a credit decision, particularly if the
data are not intuitively related to their finances or financial capacity. As noted in the Official
Commentary to Regulation B, a creditor must “disclose the actual reasons for denial . . . even if the

relationship of that factor to predicting creditworthiness may not be clear to the applicant.”"’

For instance, if a complex algorithm results in a denial of a credit application due to an applicant’s
chosen profession, a statement that the applicant had “insufficient projected income” or “income
insufficient for amount of credit requested” would likely fail to meet the creditor’s legal obligations.
Even if the creditor believed that the reason for the adverse action was broadly related to future
income or earning potential, providing such a reason likely would not satisfy its duty to provide the

specific reason(s) for adverse action.

Concerns regarding specificity may also arise when creditors take adverse action against consumers
with existing credit lines. For example, if a creditor decides to lower the limit on, or close altogether,
a consumer’s credit line based on behavioral data, such as the type of establishment at which a
consumer shops or the type of goods purchased, it would likely be insufficient for the creditor to
simply state “purchasing history” or “disfavored business patronage” as the principal reason for
adverse action.’ Instead, the creditor would likely need to disclose more specific details about the
consumer’s purchasing history or patronage that led to the reduction or closure, such as the type of
establishment, the location of the business, the type of goods purchased, or other relevant

considerations, as appropriate.?
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As discussed in an Advisory Opinion, these requirements under ECOA extend to adverse actions
taken in connection with existing credit accounts (i.e., an account termination or an unfavorable
change in the terms of an account that does not affect all or substantially all of a class of the creditor’s
accounts®), as well as new applications for credit.?’ The CFPB has also made clear that adverse action
notice requirements apply equally to all credit decisions, regardless of whether the technology used
to make them involves complex or “black-box” algorithmic models, or other technology that creditors
may not understand sufficiently to meet their legal obligations.?2 As data use and credit models
continue to evolve, creditors have an obligation to ensure that these models comply with existing

consumer protection laws.
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SECTION 4

Fannie Mae

Governance Framework on Use o

f Artificial Intelligence and Machine Learning
LL-20-26-04, April 8, 2026

Effective date: August 8, 2026

This Lender Letter issues a governance framework for Fannie Mae Seller/Servicers' use of artificial
intelligence and/or machine learning in their origination and/or servicing practices. Given the evolving
nature of these technologies, Fannie Mae continues to monitor ongoing developments and related

requirements.

Artificial intelligence and/or machine learning (Al/ML) is rapidly reshaping the mortgage landscape,
introducing new opportunities to enhance efficiency, strengthen risk management, and deliver more
personalized customer experiences. At the same time, the pace of innovation brings heightened
responsibility. As Al/ML models grow more complex and more deeply embedded in critical
processes, seller/servicers must ensure these technologies are deployed safely, legally, ethically, and

in alignment with Fannie Mae’s expectations.

To the extent a seller/servicer uses AI/ML in connection with the origination of loans sold to or
guaranteed by Fannie Mae or servicing loans on behalf of Fannie Mae, the seller/servicer must ensure

compliance with applicable laws and the Lender Contract. In addition, the seller/servicer must:

» Have policies and procedures regarding the development, implementation, use and maintenance
of any AI/ML system it utilizes, and the measuring and managing of Al/ML risks. Policies and
procedures must, at a minimum:

o be transparent and communicated to appropriate personnel who have job
responsibilities in areas that use Al/ML;

o incorporate the characteristics of trustworthy and ethical Al/ML;

o reflect an understanding of legal and regulatory requirements regarding Al/ML;
o reflect risk management activities based on the lender’s risk tolerance; and

o have an owner(s) that implements, maintains and reviews the policies and

procedures at least annually to ensure they comply with applicable law and
consistently reflects industry best practices.
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SECTION 5

Freddie Mac

Artificial Intelligence and Machine Learning
Effective March 3, 2026

We are updating the Guide to establish a comprehensive governance framework for the responsible
development, deployment and oversight of artificial intelligence (Al) and machine learning (ML)
systems. The updated sections include enhanced requirements and best practices to ensure
transparency, accountability and ethical stewardship within Al/ML initiatives. The governance
framework outlined in these sections will support organizations in aligning with regulatory standards,
mitigating risks and fostering trust in Al-driven solutions.

Guide impacts: Sections 1302.2 and 1302.8
(@) Compliance with applicable law

Seller/Servicers that use artificial intelligence and/or machine learning (together, “Al/ML") in
connection with the origination of Mortgages sold to or guaranteed by Freddie Mac or Servicing
Mortgages on behalf of Freddie Mac must ensure compliance with Applicable Law and their Purchase

Documents. In addition, such use is conditioned upon:

Seller/Servicer's development, implementation and maintenance of policies and procedures for

the use of AlI/ML, which must at a minimum:

e Be approved by Senior Management, including, at a minimum, the Chief Information
Officer, Chief Technology Officer, Chief Information Security Office or Chief Risk Officer
(or the equivalents thereof)

e Be communicated to appropriate personnel who have job responsibility in areas that use
Al/ML; and

e Have an owner(s) that implements, maintains and reviews the policies and procedures at
least annually to ensure they comply with Applicable Law and consistently reflect industry
best practices

Upon request by Freddie Mac, Seller/Servicer’'s prompt disclosure of the types of Al/ML used,
the purpose and manner for such use, safeguards to mitigate risks related to the use of AlI/ML,
and such other information as Freddie Mac may require.
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(b) Indemnification

Seller/Servicer agrees to indemnify Freddie Mac and its directors, officers, employees, agents,
successors and assigns, and to hold each harmless from and against any and all liabilities, losses,
claims, actions, damages, including, but not limited to, indirect, incidental, special or consequential
damages, whether foreseeable or not, judgments, costs and expenses, including reasonable
attorneys’ fees, arising directly or indirectly out of or relating to its use of Al/ML. Freddie Mac shall
provide the Seller/Servicer with notice of any such claim after it comes to Freddie Mac's attention.

(¢) Governance framework

Seller/Servicer must establish clear governance frameworks for Al/ML adoption by ensuring the
following:

Policies, processes, procedures and practices across the organization related to the mapping,
measuring and managing of Al risks are in place, transparent and implemented effectively

Legal and regulatory requirements involving Al are understood, managed and documented

The characteristics of trustworthy Al are integrated into organizational policies, processes,
procedures and practices

Processes, procedures and practices are in place to determine the level needed of risk

management activities based on the organization'’s risk tolerance

Seller/Servicer must do the following:

Assess Al/ML for specific threats such as data poisoning and adversarial inputs

Conduct regular internal and external audits to identify any potential vulnerabilities or deviations
from established policies. Ongoing monitoring and periodic review of the risk management
process and its outcomes must be planned and organizational roles and responsibilities clearly
defined, including determining the frequency of periodic review

Regularly monitor Al systems for performance, security breaches and biases

Conduct audits to ensure compliance with standards like National Institutes of Standards and
Technology 800-53 and International Organization for Standardization 27001
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SECTION 6

Mortgage Quality Control

Summary of Industry Standards

Mortgage quality control (QC) procedures are a systematic set of activities designed to ensure that
loans comply with investor, insurer, regulatory, and internal requirements. A comprehensive QC
program should address the entire mortgage lifecycle—from loan origination through servicing—and
align with the underwriting requisites of Fannie Mae, Freddie Mac, FHA, and VA (government
sponsored enterprises or GSEs), mortgage insurers, guarantors (Ginnie Mae), and private secondary
market investors. Both depository and non-depository mortgage lenders are required to maintain a
quality control program which meets the approval of the company’s executives and managers and in

accordance with the investor’s seller/servicer agreement.

The quality control plan must be designed to establish, monitor, and reevaluate various internal
components of the organization to ensure the highest level of business practices. The plan also sets
forth the steps and procedures in dealing with external components of the organization, including
third-party originators (TPOs) and third-party service providers. Certain components of the plan
shall function as an early detection warning system to identify documentation errors, compliance
violations, fraud, or misrepresentation involving internal or external representatives of the

company.
Managerial Oversight

The company'’s organizational structure must include an executive capacity assigned to perform risk
management and compliance oversight. Steps and procedures for pre- and post-funding quality
control are completed in an area that is independent from loan production. All or part of services
may be outsourced to a qualified third-party service provider. Senior management leaders are
responsible for overseeing the approval, selection, and monitoring of all third-party service
providers, including verifications, investigations, and updating components of the quality control

process.

Quality control analysts are required to be experienced underwriters who are trained and updated
on all agency requirements. Managerial oversight includes a risk management system that warrants
that only sound credit underwriting is exercised in all of its lending activities. Integral to the risk
management function is the review of quality assurance trend reports, exception reports, individual
file summaries submitted by quality assurance, and follow through for remediation. Ongoing review
of quality assurance reports is a management effort to ensure that the company standards are
consistently met by all of its employees and representatives. The quality control plan includes a
response action policy for remediation and disciplinary action.
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Discrimination Risk

Mortgage lenders must be committed to managing discrimination risk resulting from use of artificial
intelligence and algorithms in digital marketing, loan qualification, collateral assessment, and
mortgage underwriting. Policy and procedures need to establish standards and requirements for
investigating and testing decision-modeling criteria to ensure methodologies are consistently justified

and do not cause a disparate impact on a prohibited basis.

Under no circumstances should a lending institution utilize a solution that is formulated with
uninterpretable technology, otherwise known as a black-box system. Al technology vendors must
provide the maximum amount of transparency and “explainable” artificial intelligence, known as XAl.
Methodologies must be explainable with respect to how decisions are made—and based on what
criteria. Models must be understandable to management personnel, as well as board members and
stakeholders. The institution should complete random testing that compares the decisioning outcome
of the vendor with manual steps. If such testing demonstrates a disproportionately adverse effect on

protected class applicants, the institution should take steps to modify or terminate the criterion.
Quality Control Framework for Al Governance

As Al becomes embedded in mortgage origination, underwriting, servicing, fraud detection,
marketing, and compliance monitoring, mortgage quality control must be expanded to include Al
governance. Al governance must address existing components of the company’s QC related to safety
and soundness, fair lending, model risk management, third-party risk management, privacy, and
consumer protection. Below is a series of mortgage Al Quality Control checklists that can be
incorporated into the QC program.

Enterprise QC Framework
QC Area Review ltem Evidence
Complete inventory of all Al tools used throughout . .
Al Inventory P . y 9 Al inventory register
mortgage operations
Risk Classification Al categorized as High, Moderate, or Low Risk Risk assessment
Business Owner Named owner for each Al application Governance chart
Board Oversight Al governance reported to Board or Risk Committee  Board minutes
Al Policy Enterprise Al Governance Policy approved Policy manual
Employee
Acceptable Use Employee Al acceptable use standards ploy
acknowledgement
© Housing Research, LLC
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Enterprise QC Checklist

Governance and Oversight

Review Evidence
Al governance committee established O Charter
Roles clearly assigned O Committee minutes
Escalation procedures O Governance framework

Annual policy review

O O oo o

Al risk appetite documented

Al Vendor Due Diligence

Review Evidence
Vendor financial stability O Vendor due diligence
SOC 2 reports O Contract review
Penetration testing O Risk assessments

GLBA compliance

FTC Safeguards compliance

Al explainability documentation
Data ownership provisions
Contractual audit rights

Model documentation

OO O0OO0OoOoOoO0oaoao o

Cyber insurance

Model Risk Management

Review Evidence

Model inventory O Validation reports
Validation completed

Independent review

Periodic recalibration

Performance monitoring

Concept drift monitoring

O O oO0Oo0ooo o

Champion/challenger testing

A © Housing Research, LLC
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